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Decision/action requested

It is requested that proposed changes are approved.
2
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3
Rationale

3.1
Background

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 

While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a new key-issue for Clause #5 in order to get an early start.
3.2
Integrity protection of system information
System information (SI), as defined in 3GPP TS 38.331 [2], includes information, among others, like cell (re-)selection parameters, neighboring cell information, common channel configuration information, NAS common information, and public warning system (PWS) messages. 

We are proposing to investigate if and how new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SIs. Since SIs are broadcast messages meant for all UEs, it is not apparent that an integrity protection is strictly necessary. Nevertheless, in general, an integrity protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI, e.g., to lure UEs using SIs with incorrect neighboring cells, and to send self-crafted PWS message. 
Even if not in public network, such integrity protection could be practical "at least" in private network, or regional deployment, or vertical LAN deployment, e.g., factories. The reason being that complexities like key management and signalling complexity are more easily handled in private networks than in public networks. See 3GPP TR 33.969 [3] and the 3GPP TR 33.899 [4] for earlier studies.

Mind that we are on purpose making a clear distinction between "integrity" protection and "replay" protection. In this proposal, we mean the former. Further, this proposal is only concerned with the most crucial interface which is the "over-the-air" interface.
4
Detailed proposal

*** BEGIN CHANGES ***
[
m]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 
[n]
3GPP TR 33.969: "Study on security aspects of Public Warning System (PWS)".

[o]
3GPP TR 33.899: "Study on the security aspects of the next generation system".

*** NEXT CHANGE ***
5.X
Key Issue #X: Integrity protection of system information 

5.X.1
Key issue details

Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [m]. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

This key issue is about investigating if and how new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SIs. Since SIs are broadcast messages meant for all UEs, it is not apparent that an integrity protection is strictly necessary. Nevertheless, in general, an integrity protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI, e.g., to lure UEs using SIs with incorrect neighboring cells, and to send self-crafted PWS message.

It is very important that earlier studies done by the 3GPP TSG SA WG3 are taken into account in this key issue, the studies being the 3GPP TR 33.969 [n], and the 3GPP TR 33.899 [o]. For example, there is two distinct challenge that are known from earlier studies as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions), see the 3GPP TR 33.969 [n] and the 3GPP TR 33.899 [o]; and
b)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE, see the 3GPP TR 33.899 [o].

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve integrity protection of SIs "at least" in private network, or regional deployment, or vertical LAN deployment, e.g., factories. The key management is more easily handled in such private networks than in public networks. Therefore, potential solutions (if any) on this key issue could be extremely beneficial for the whole 5G system community.

NOTE 1:
This key issue is concerned with "integrity" protection. Therefore, "replay" protection of SIs is not in the scope of this key issue. 

NOTE 2:
This key issue is concerned with "over-the-air" interface. Therefore, integrity protection of SIs "within-the-network" is not in the scope of this key issue.
5.X.2
Security threats

Lack of integrity protection of SIs could potentially have following impacts in some cases:
-
DoS attack on UE
-
Rogue services
5.X.3
Potential security requirements

The 5G system shall have support for integrity protection of SIs in private networks.
*** END OF CHANGES ***
�These references are proposed to be added to Clause #2 References.





